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Revisio
n Date Description
U August  Release of Digi Connect EZ 25.2 LTS patch and 25.5 new feature release.
2025 = Autoconnect enhancements: Additional options for the autoconnect
feature are available for serial ports configured for Remote Access
mode.
» Configure Remote Access mode for a serial port
e Additional autoconnect settings for Remote Access mode
Additional changes
= Upgrading from EZ01-MOQO revision Z or earlier
e Update the system firmware
T April Release of Digi Connect EZ LTS firmware version 25.2.
2025

® \We've adopted a Long-Term Support (LTS) release strategy. What does
this mean for you?

 Increased stability and security. Our LTS firmware is aligned with
the Linux kernel LTS firmware, which meansiit is based on a stable
and long-term supported version of the Linux kernel. This allows
for regular security updates and bug fixes ensuring that the
firmware benefits from the reliability and performance
improvements provided by the LTS kernel.

To see how we plan to respond to known security
vulnerabilities in products that use the DAL OSfirmware, see
DAL Vulnerability Patch Policy on the digi.com website.

¢ Fewer releases. Plan your updates without the pressure of a
quarterly timebox.
Thisisthe first release of the LTS firmware. Patch releases for
security or bug fixes will be released and announced throughout
the year. Feature updates will be released and announced as they
are ready.

® "Premium features" has been renamed to " Subscriptions".
The word Subscriptions more accurately describes the services in which
you have enrolled and the ongoing payments associated with them.

= Assign a static address to a network interface on a device with IPv6
enabled.
When using IPv6, you can now assign a static address to a network
interface on your device, ensuring consistent identification and
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connectivity of devices on the network.

Improved disconnect/reconnect to Digi Remote Manager for a device
when upgrading cellular modem firmware over the air (OTA).
Device downtime is minimized so service is minimally interrupted.

New banner notification in the Web Ul and CLI.

Anew banner notice has been added to the web Ul and CLI to indicate
when the configuration of a device is being managed by a template in
Digi Remote Manager. This is useful so that configuration changesto
that device are not made locally. If there are issues with the device,
then it isimportant to know that the configuration is enforced
remotely and any changes you may make to the device for testing
purposes or fixes may be overwritten by the template.

IPsec is now supported in FIPS mode.
It's now easier for you to meet the federal security standards required
by FIPS and keep sensitive data safe during transmission.

For more information about this release, see the digi.com blog post, New

Features in Digi Remote Manager and Our Frst LTS Frmware Release for
DAL OS.

Additional updates

®  Updated serial port pinout table: Serial connector pinout
= Updated list of serial port baud rate options: Default serial port

configuration

= Added the DAL OS Vulnerability Patch Policy

S March Release of Digi Navigator 2.0.

2025

®m Step 5: Configure RealPort from the Digi Navigator
= Configure RealPort mode using the Digi Navigator

R February Release of Digi Connect EZ firmware version 24.12.

2025
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= Additional query state categories added - Are you running DAL OS

firmware 24.9 or newer on your devices? See the new categories added
to the device-specific query state view in Remote Manager. Monitor
device statusin real time for Watchdog, Location, DHCP leases, and
many more groups!

The new query state metrics in the updated view do not replace
datastream metrics. However, datastream metrics will be phased out
later this year as we enhance query state metrics with additional
categories.
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How you see this new information depends on whether you using the
legacy or new device details view.

e (ick the Details tab and then select a group (for example,
Ethernet) to see its status. The New Device Details toggle key must
be on to see this view.

¢ dick the State tab and then select a group (for example, Ethernet)
to seeits status. The New Device Details toggle key must be off to
see this view.

= Add or remove custom default configuration files using the system
custom-default-config CLI command.

Note This new CLI command replaces the system backup / type
custom-defaults and system backup / remove custom-defaults.

Tip For more information about this release, see the blog post, Digi Software
Enhancements for DAL OS 24.12 Firmware and Digi Remote Manager.

Additional changes

= Added and updated the SNMP configuration fields for enabling read-
only and read/write access to SNMP versions 1 and 2c: Configure
Simple Network Management Protocol (SNMP)

P Novemb | Release of Digi Connect EZ 25.2 LTS patch and 25.5 new feature release

er 2024 = |n Digi Remote Manager, there are new map overlays so you can now

filter the devices you see on the map by carrier, provider, or signal
strength.
=« Timeline-based playback of device movement and connectivity
history.
¢ Split-view support for devices with dual modems.
= New customer self-service sign-up for Digi Remote Manager. This

streamlined process enables a new customer to create their own
account using eligible hardware (Digi 360 or Lifecycle Assurance)
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without waiting for Digi support. This means you can onboard faster
with no delays, quickly register new device(s), and new users, and then
move on to what's most important: managing your loT ecosystem. For
details, see Quick start | Initial company account set up.

= Device Telemetry Setting: Asynchronous Query State enabled by
default under “Device Telemetry” settings.

® Reboot Reason Msibility: View detailed reboot reasons in DRM (power
cycle, firmware update, etc.).

= AutoConnect Enhancements: Added interactive login support for serial
AutoConnect.

® CLI-Formatted Config Output: Simplifies support reporting and
analysis.

Additional changes

®  Added documentation for the Containers feature.

Trademarks and copyright

Digi, Digi International, and the Digi logo are trademarks or registered trademarks in the United
States and other countries worldwide. All other trademarks mentioned in this document are the
property of their respective owners.

© 2025 Digi International Inc. All rights reserved.

Disclaimers

Information in this document is subject to change without notice and does not represent a
commitment on the part of Digi International. Digi provides this document “asis,” without warranty
of any kind, expressed or implied, including, but not limited to, the implied warranties of fitness or
merchantability for a particular purpose. Digi may make improvements and/or changesin this
manual or in the product(s) and/or the program(s) described in this manual at any time.

Warranty

To view product warranty information, go to the following website:

www.digi.com/howtobuy/terms

Qustomer support

Gather support information: Before contacting Digi technical support for help, gather the following
information:

Product name and model
Product serial number (s)
Frmware version
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Operating system/browser (if applicable)
Logs (from time of reported issue)

Trace (if possible)

Description of issue

Stepsto reproduce

Contact Digi technical support: Digi offers multiple technical support plans and service packages.
Contact us at +1 952.912.3444 or visit us at www.digi.com/support.

Feedback

To provide feedback on this document, email your comments to
techcomm@digi.com

Include the document title and part number (Digi Connect EZ Mini User Guide, 90002409 A) in the
subject line of your email.
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Digi Connect EZ Mini User Guide

This guide provides reference and usage information for the Connect EZ

Digi Connect EZ is Digi's next generation Device Server product line, providing connectivity for
existing critical assets in business, commercial, and industrial automation applications. This product
line builds on and extends the capabilities of our previous PortServer and Digi One products along
with enhanced manageability, security, intelligence, and performance, while offering seamless
connectivity for existing applications.

Digi Connect EZ Mini

The Digi Connect EZ Mini has 1 serial port and is specifically designed to make it simple to
implement and support machine-to-machine automation applications to allow enterprises to
monitor and manage their critical equipment at scale.

The Connect EZ Mini offers a small form factor that can be easily deployed on a DIN rail, mounted on
awall or panel, or as a"bump in the cable". The Connect EZ Mini leverages Digi’'s DAL firmware and
TrustFence security framework to extend Digi’s critical infrastructure management offerings with
enhanced deployment flexibility.

The Connect EZ Mini supports connectivity through RealPort, TCP Sockets, SSH, TLS, and UDP
connectivity.

Applicable hardware

This user guide contains information for this Connect EZ model. Hardware features are shown in the

table below.
I N O =
Connect EZ Mini EZ01-MO000

DAL OS Vulnerability Patch Policy

Digi has created a vulnerability patch policy to document the guidelines and procedures we plan to
take to identify, assess, and remediate security vulnerabilities in our DAL OS firmware integrated
into Enterprise (EX), Industrial (IX) and Transportation routers (TX), device and serial servers
(Connect EZ), console servers and USB-connected devices. Specifically, this policy outlines how
quickly and effectively patches need to be applied to mitigate risks from potential threats. The
policy protects against cyberattacks but also ensures that out firmware isin compliance with
regulatory standards.
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DAL OSWlnerability Patch Policy

The DAL Vulnerability Patch Policy is documented on the digi.com website, and covers the following

topics:
| |

Objective

Scope

Audience

Introduction

Reporting Potential Vulnerabilities

Assessing Potential Vulnerabilities

Information and Resolution Timelines

Resolution of Potential Vulnerabilities

Receiving Information on Potential Vulnerabilities

Digi Connect EZ Mini User Guide
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Get started with Connect EZ

This section explains what comes with each Connect EZ model, how to install the necessary
software, and how to connect the hardware.

Before you begin: Register your Connect EZ

Step 1: Verify product components

Step 2: Connect the power supply

Step 3: Connect to site network using an Ethernet LAN

Step 4: Discover the IP address using the Digi Navigator

Step 5: Configure RealPort from the Digi Navigator

Step 6: Connect to the web Ul and update the Connect EZ firmware
Step 7: Connect to Digi Remote Manager

Optional

®  Change the password on the Connect EZ
= Mount the Connect EZ
= Connect equipment to the Connect EZ serial port

Administrators only

= Additional configuration to the device can be done in Remote Manager or in the device's local
web user interface.

Before you begin: Register your Connect EZ

Welcome to the Digi family! Register your new Connect EZ today and start enjoying a suite of
exclusive benefits, including centralized management and 24/7 technical support. Click here to
register now!

Step 1: Verify product components

Verify that you have the following included equipment.

NEXT STEP: If you are performing the initial device set-up, proceed to the next step after verifying
the components: Step 2: Connect the power supply.
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Get started with Connect EZ Step 2: Connect the power supply

Included equipment

Equipment | Description
Connect EZ | For detailed information about the panels, see:

Mini
= Top panel and LEDs
®m Bottom panel
= Back panel
Power Each kit includes a power supply. The power supply is a Direct Plugin Cass 2 output
supply transformer rated 18 W, 12 VDC, and with a 1.5 Aoutput.
For information about connecting the power supply, see Step 2: Connect the power
supply.
Ethernet Connect to a site network using an Ethernet cable. See Step 3: Connect to site
cable network using an Ethernet LAN.

DINrail clip | The DIN rail clip connects to the back of the device and is used to mount the device
kit onto a DIN rail.
See Attach to DIN rail with clip.
The kit includes a DIN rail clip and two screws that meet these requirements:
= M4 in diameter
= 5mminlength
= Countersunk

= Phillips #2
m Black Steel

Loose label | Aloose label sticker that includes information about the device isincluded in the
box. You should retain this label sticker with your hardware records. For more
information about the label, see Device label sticker sample.

This label includes the unique default password for the device. This unique
password will be needed if the device is factory reset and you want to access the
web Ul on the device.

qObéﬂ plug | |f you purchased the GLB version of the device, a kit that includes global outlet
kit plugsisincluded.

Step 2: Connect the power supply

The power supply is included with the device.

The power supply is a Direct Plugin Qass 2 output transformer rated 18 W, 12 VDC, with 1.5 A
output.
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1. Orient the device so the top of the device is facing you.
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2. Connect the twist-lock end of the power supply cord to the device.
3. Plugthe other end of the power supply cord to a main power supply.

NEXT STEP: If you are performing the initial device set-up, proceed to the next step: Step 3: Connect
to site network using an Ethernet LAN.

Step 3: Connect to site network using an Ethernet LAN

This section explains how to connect to a site network using an Ethernet cable.

1. Connect one end of an Ethernet cable to your site network.

2. Connect the other end of the Ethernet cable to the Ethernet port on the Connect EZ. By
default a DHCP request will be sent to the local Ethernet network.

If you do not have a DHCP server on your network, you can connect locally over 192.168.210.1.
See Using the local web interface.

NEXT STEP: If you are performing the initial device set-up, proceed to the next step: Step 4: Discover
the IP address using the Digi Navigator.

Step 4: Discover the IP address using the Digi Navigator

You can use the Digi Navigator to quickly discover the IP address for the Connect EZ.

If you don't have access to the Digi Navigator, you can use a manual method to discover the
IP address. See Discover the device's IP address: Additional methods.

1. To ensure that your computer and device are connected to each other and your local
network, make the following connections:

= Connect the device to your computer with an Ethernet cable.

= Connect the device to your local network with an Ethernet cable.

= Connect your computer to your local network with an Ethernet cable.
2. Download and install the Digi Navigator.
3. Launch the Digi Navigator.
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4. Thetool discovers the Connect EZ devices that are powered on and connected to your
network. When the process is complete, alist of the devices appears.

= Connected to a network: By default, the HTTPS service is enabled and used to find an
IP address for the Connect EZ. Other services can be enabled if needed from the Flters
section. See Services used to discover a device when connected to a network.

= Connected directly to a device or on a network with no DHCP server: In either of these
situations, a setup IP address is assigned to the device. You can specify the filters used
to assign an IP address. See Use the autodiscovery protocol to discover a device and
Assign a generic IP address to the device.

5. Expand adevice to display the IP address.

NEXT STEP: If you are performing the initial device set-up, you should proceed to the next step after
getting the device's IP address: Step 5: Configure RealPort from the Digi Navigator.

Step 5: Configure RealPort from the Digi Navigator

You can configure the Connect EZ to communicate with your computer using RealPort from the Digi
Navigator. You must enable RealPort on the device and then configure your computer for RealPort.

In this step, all serial ports on the device are set to RealPort mode and the RealPort service is
enabled. The COM ports on your laptop are also configured.

You can also manually configure the device for RealPort by logging into the device's web UL.
See Advanced RealPort configuration without using the Digi Navigator.

1. Download and install the Digi Navigator on your computer.

2. Make sure the Connect EZ is powered and connected your local network or computer with an
Ethernet cable.

3. Launch the Digi Navigator.

4. Alist of the devices discovered by the Digi Navigator displays. For information about how
devices are discovered and how to add a device to the list, see Digi Navigator device
discovery process.

5. Configure RealPort on the device.

a. Find the device that you want to configure and expand it so you can see the IP address
for the device.

b. dick on the IP address of the device. The configuration pane on the right side of screen
shows information about the selected device.

¢. dick Configure Device for RealPort. The Enter Device Credentials screen displays.

d. Enter the device's default user name and password in the Username and Password fields.
The default user name is admin and the default password is the unique password printed
on the label packaged with your device. If the defaults do not work, they may have been
changed. Verify with your system administrator.

e. Cick OK.

f. When RealPort configuration is complete, the Success message displays.
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0 Success

oK |

g. dick OKto close the message.
6. Configure RealPort on your computer. The RealPort service isinstalled during this process.

a. Inthe configuration pane, click Configure this PCfor RealPort. The Select RealPort
Features dialog displays.

~ Encryption

[ Authentication
oK Cancel

= Enable Encryption to enable encryption of data. This is enabled by default.

= Enable Authentication to configure the authentication method the RealPort server
uses to authenticate clients. The Authentication Configuration dialog displays.

a. From the Method list box, select the Shared Secret - SHA256 option.

b. For Shared Secret, enter the authentication password to ensure secure
communication. Leave this field blank to disable authentication.

Method  Shared Secret - SHAZS6 “

Shared Secret

QK Cancel

® (ick OK.

b. The Select Ports dialog displays. By default, all of the ports on the device are selected to
be configured for RealPort. De-select the ports that you don't want to configure for
RealPort.

c. dick OK. The COM Selection dialog displays.

. From the Select starting COM list box, select the first COM port that should be configured
for RealPort. The first available COM port is selected by default. The number of COM
ports configured matches the number of serial ports on the device

e. dick OK. Aseries of progress messages displays.
f. When the configuration is compl